A) All incoming and outgoing mail traffic is copied to the archive secure from the organization’s mail
server, or being listened to and retrieved by the appliance on SMTP connection’s, either by using
a special account or by SMTP traffic listening and retrieval.

B1) Each mail message is indexed by the appliance, with deep inspection and data sorting down to the
single character level, for each and every mail message’s component (including mail attachments!),
in order to utilize search queries as much as possible.

B2) The information retrieved during the message’s indexing process is updated within the
appliance’s database search queries. This way, the most fine-tuned and detailed searches can be
performed easily using a web browser, in the regular end-user level (search queries available within
own mails only), up to the audit level (complete availability for search queries on all organization’s
mails, and settings configuration and editing features availability).

C) Finally, once indexing and database update is finished, mails are being move from the Archive-
SeCure to the NAS configured mount point for storage.

For further information regarding other possible archive secure deployments, please refer to
“Archive SeCure’s best practices” document. _
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Major benefits

The usage of PineApp’s Archive-SeCure carries some major advantages and added value for your
company —

Available data compression (up to a 1:60 ratio) and data encryption features.
Archive-SeCure is fully compliant with GLBA, SOX, FOIA  regulations.

Multi featured indexing engine, set to sort information down to the single character level, and
utilize searches in a remarkable way.

Periodical detailed status reports, including capacity inspections and notifications, guaranteeing
that you will stay updated.

Up to 5,000,000 results per one search query.

Archive-SeCure is a centralized management tool, completely isolating and securing your storage
device from the rest of the network, thus preventing any intrusion, data theft and unauthorized
access attempts.

Flexible and customizable permissions system — control your end users and network associates’
archive access completely, and create new permissions according to your personal preferences.

Detailed yet easy to use web management console.

Old deleted mails are easily restored using the mail retrieval option.



'
( PineApp OUR INNOVATION — YOUR SECURITY
About PineApp

PineApp™, a leader in securing networks and email systems, offers comprehensive appliance solutions
for small, medium and large organizations.

PineApp’s products are well known in the industry and have received very positive reviews, positioning
them as leaders in their field.

Founded in 2002, PineApp is headquartered in Israel, with branch offices in the US, UK, Italy, Spain,
France, Russia and South Africa.

In the past six years, PineApp has specialized in email and content security systems and already has

significant presence in more than 50 countries. This specialty enabled PineApp to establish itself as a
pioneer in developing unique and innovative engines to fight the different threats.



