


CYBONET . Copyright CYBONET.com All Right Reserved

PineAppMail Secue

User Manual
v3.70

1000/2000/3000/5000 series



CYBONET Copyright CYBONET.com All Right Reserved

PineApp Mail Sece User Guide

1000/2000/3000/5000 Series

Version 3.70

Revision 1

January 203

© 2001-2013 CYBONERII Rights Reserved.

The information in this guide is furhied for informational use only, is subject to change without notice and
should not be construgtas a commitment by CYBONET. CYB@s#times no responsibility or liability for
any errors or inaccuracies that may appear in this guide.

This publication may nidoe reproduced, stored in a retrieval system, or transmitted, in any form or by any
means-- electronic, mechanical, recording, or otherwise without the priortten permission of CYBONES
long as this copyright notice remains intact and unchangedilaropies.

CYBONEANndPineApp Mail Sere are trademarks of CYBONEIT other names and trademarks are the
property of their respective owners.

CYBONET

Matam, Building 23,
P.O.B. 15102

Haifa

Israel

Tel +972 4 8212 321



(€cYBONET

Contents
C H A P T E R L e et e e ettt et et e e e e e e e e e e e e e e e e e e e aa s e e e s s e s e aenennes 14
INTRODUGCTIQN. ..ottt ettt e ettt ettt e e e eaeaaaaaaaaaaaaaaaaaasaaaaaaaa s nananbbnnbbbbebbenbensees 14
Loy (0] (I oTU I - o AP 14
O o N i B e = TSP 16
) STl =Y PO UPTPTRR 16
General INFOIMEALIONL. ...ttt e e st e e s e e e anr e e e e 16
INFOIMALION TAD.......eeiii et 18
YY1 (=] TS T U] 1 0] 4= oS 18
T Yo QU 1T Vo [ 18
S AS] (=] 1 1S €= L PP 18
11 QU 7= Lo = TP 19
(I To=T o TS T o = o TR SRS UUSUUUPRPRR 20
INSTAIlING ICENSE KBY..... oo e e e e e e e e e e e e e e e e e e e e e e e e s e e e s e e e aaaerarrerereresseeseeeeenes 20
(UL g g F= TaT= Vo (=T 0 41T L = o RTINS 21
T aTU 1A VA=To (o [T To TN LT =Y £ PRI 22
IMPOrtiNg and EXPOTtING USEIS......cooiiiiiee e e e e e e e e e e e e e e e e e e aaaaaaaaeaaaaaaeaas 24
(O0] g 1T (o] (S = o OO ST PP PP PP PPP PP 25
AddiNg @ NEW CONNECIAL.........ccoi i e e e e e e e e e e e e e e e e e e e e aaaaaaaaeaaaens 26
Configuring OPENLDAP........oo e a e e e e e e e e e e e e 27
SSL CertifICALE TAID......eeiiiieiiiit e e e e e e e e s e s r e e e e e e e e e e e e e 28
Generating a Self SigNed CertifiCALE...........c.uuviiiie e 28
Generating & Installing a thiflarty ICENSE...........vuiiiiie e 28
(04 [0 To3 g ¢= 1 o HOU PP PP PP PPPPP PO 28
Setting the ClOCK MAaNUALLY............oooiiii e e 29
Software UPAte Tah...........eeeiiiiiiiii e a e 30
UpdatingPineApp Mail S@me ManuUallY..............eeeeiiiiiiii e 30
Configuration ManageMENT TAD...........uiiiiiiiiiiie e 31



(€cYBONET

2 FoTod (0 o TR = o 32
Backing UPineApp Mail Sere configuration (SAMBA pratol)...............oooeieiiieiiccccceveevee 32
Backing UPineApp Mail Sere configuration (FTP protocol).........cccccciviiiiiiiiiiiiiiiirieecceeeeee e 32
RESTONE INSIIUCTIONS. ...ttt ettt e e s e e s e e e e e e s nres 33

Alerts & MONITONNG TAD.........ooi e e e e e e e e e e e e e e e e e e e e e e e e e 34
Configuring Remote SYSIOQ SEHINGS. . .uuuiiiiiiiiiiiiiiee e e e 34
Setting UP FE€MOLE SYSIOQ . ..ceiiiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e e e e e e aeaas 35

REMOLE ACCESS TAD....ciiiiiiiieiie i a e e e e e s e e 36
CLI OVEI SSH SettNGS. ..o i i e e e e e e e e e e e eaaaaaeaaeaeeeseesseasseaaasaannsnnennnes 36
REVEISE ACCESS SEIBULL ... .. uuuutiuriiiitiriirirreere e errrrrereeetaaeaaeeaaaaaaaaesaaaasaaaaaaaaassnsanassnsssrsrrssrsnsaerenees 36

F N6 V= g ol=To I = L P TP PP PP UPRP PP 37

GENETAI TAD. ...ttt r e e e e e a e 38
GENEIAI SEHINGS...ciiiiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e a e e aaaaaaaa 38

INEEITACES ANt 40
AdAING AN INEEITACE ..o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e a s 41
Modifying and deleting INtEITAE............ooviiiii e e e e e e e e 41

STALIC FOULES LD, e et e e e e bt e e et e e e e e e s ne e e e e nnnes 42
Adding @ NEW SEALIC FTOULE......uuiiiiiiiiiiieiiee e seeeeeeesereseeaeeeeen e 2

NAT/PAT @MasqUErade tabh...........coooeeiiiiiii ettt rrrrrr e e aeeaaaaeaae e e e e A3
ConfiguNG NEW HOSIS.....coiiiiiiiiii e e e e e e e e e e e e e aaaaaa e 43
Yo (o [T o = W L=V T 1= O 43
Editing an existing HOSE rECAINM. ........uvuiiiiiiiiiiiiiee e e e e 43
Editing an existing SErVICE rECAIM..........ooiiiiiiii e e e e e e e e aaa e 44
=T o [ =T =T L= U] SRR 44
Adding a new Masquerade FUIE..............euuuiiiiiiiiiiiieee e A
Editing Masquerade FUIES..........coooiieeeeeeeeeeee et e e e e e e e e e e e e e e e e e e e e e eneseeennnnenneeeeen B
Deleting MasqUETrade TUIES. ... ...ooiii et e et e e e e e e e e e e e aaaaaaaaaeaeaaaeaeaaaeaasaaaand 44



(€cYBONET

NAT TUIBS. ..ottt e ek e e e ekt e e ek et e e e ke e e e e e e e e anreeena 44
Adding @ NEW StAatiC NAT FUIE. ..o e e e e e e e e e e e e e e e e e e e s e e e s e e e s eae s s e e e sannannes 44
Editing StatiC NAT TUIES.......uuiiiiiiiiiiiiiee et e e e e e e e e e e e e e e e et e e e e e e s e e bb e b b rsraeseereeees a4
Deleting Static NAT TUIBS......cooo i e e e e e e e e e e e e e e e aaaaaaaeaaaaaaaeeas 45
P AT TUIBS ..ottt e e e bt e e e b et e e e b e e e et e e s e 45
WX (o [T To = W L=V = NS I = 45
EdItiNG PAT FUIES. ... .o e e e e e et e e e e ee e e e e e e e e e e e e e e e s eassas s s e s assanssneeseersssrennnens 45
[T = (] o TN N I V1= PR 45
TOOIS & INFOIMALION TAD ... 46
Cluster ManagemMENT taAD.........ceiiiiiiee e e e e e e e e a7
(7o) a¥ilo U] 5T o [ 5 [0 1] £ EPEPRUPRRR 48
Configumg Load BalanCiNg..........coooooiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e n s 48
%ol aVilo Ul gl e R Tor=T gl gl: 1T =To (o] =4 - |/ U 51
(OS] =l O 1= o PP PTPRSOPPPPRRPR 52
GENETAI TAD. ...t r e ann e e 53
SMTP AUtheNtiCAtiON SUPPOTL. .. .ueieeiiieiiiiieee e e e e e e e e e e e e e aaaaaaaas 53
SMTP AUtNENTICAION TY PO ... r e e e e e e e e e e e e e e e e e e e e e e e eeeeeseaessaseaaaans 53
SMTP OVEr TLS SUPPOI (SSL). ittt e e e e e 53
Send notify on delayed delivery to adminiStrator.............oovvviiiiiiiiiieee s 54
Discard Bounce®r mail from truSted IPS...........cooouiiiiiiiiiieiiiie et 54
Discard Bounces for mail from nOmuSted IPS. ..........ccoeiiiiiiiiiieee e 54
Discard dOUDIE BOUNCES .........ccoiiiiiiiiiiie ettt e e e s e e annn e 54
POSIMASTEr EM@HL.....coiiiiiiiiiiiii et e e nnee s 54
Route all NoHOCal MESSAgES 10 NOSL......coo e e e e e e e e e e e e e 54
Route all noHocal MesSsages WIth POFL.......ccoc e 54
Route all noHocal With aUtheNTICAtION, USEINAIMIE. ... .cu ettt e et e e e e e e e eeans 54
Route all noAocal with authentication, PASSWO - ..............eueiiiiiiiiiiiie s 54



(€cYBONET

[ Tod Y/ o1 T0] TEST=T A VATt 1Y o = SO 54
MeSSAQE SIZE lIMIL (DYLES)...uuuuiuiiiiiiiiiiiiiee ettt e e e e e e rrerrreaeeeeees 55
Send notify on delayed delivery after period of (MINULES).........cccvviiiiiiiiiiiiiiiiieeeeeee e, 55
LOCAI DOMAINS TAI...... it 56
DElVEIY MEINOUS. .. ..eviiiiiiieeieee e e e e e e e e e e e e e e e e e e e aaeeas 56
Adding a NEW SMTP dOMAIN.......cccoiiiiiiiieiie e e e e e e aaaaaaaaas 56
Adding a NEW POP3 AOM@IN.......cuiiiiiiiiiiiiiie e e e e e e e e e e e e e aaaaaaaeas 57
VYo [0 [TaTo BF= W a U=aV iV (o Tox=1 e (o1 0 -1 o 57
Relay NEIWOIKS TAD.......uiiiiiiiiiiiieieee e e e e e e e e e e e e aaaaaaaaas 58
AAAING 8 NEW BINIIY..ceiiiiiiiiiiee et r e e e e e e e e e e e e e e e aaaaeeaeaeeaaeeeaaaaaaaas 58
R g Lo AV To = T 1= 1V 58
L TV 11T 1 = o P 59
DN 0 HOSE CONVEISION. .....eiiiiiiiie ettt ettt et e e st e s ab e e e e e e e st e e e nneeas 59
Adding a New DRIASEA RIULE............ooi e a e e e e e e e e e e e e e e 59
Address t0 HOSE CONVEISIAN. ........uiiiiiiiiieiiieie ettt e st e s e e e e aane e e e 59
Adding a new addresd3ased ROULE..........ccccciiiuiiiiiiiiiiiiiie e e e e e e e e e e e e e e e e e e s s e e e e e eannennnes 59
MaUI TEEIHEVET T8, ettt e e ettt e e e e e anrn e e e 60
Activating and configuring the Mail REtHEVEL ... e 60
AAAING 8 NEW BINIIY..coiiiiiiiieeece e r e e e e e e e e e e e e e e aaaaaaaaeaeeaaeaaaaaaaaaas 60
[ ToTo 113V TaTo IE=T A= a1 S 61
R g [0 AV e To = Ta =T 11 VP 61
RO I =Tor= o] o] oo JR = 1o 62
Backscatter ProteCtioN tah............cooi i e e e e e e e e e e e e e e e ——— 63
o (o [T T = W =TV = o R 63
[T 1 aTo AV e To = 1 1= 11 Y 63
POP3 GCCESS TAD. ...ttt e e e e e e e e e e e e rrrne e e e e 64
L@ 1B T=TU = [ {0 I > o PP 65



(€cYBONET

BIUE ML 66
GIEEIN IMAUL ...ttt 66
REA M. ...ttt e e et e e st e et s e 66
PUIPIE MaIE ... ..t e e e e e e e e e e e e e e e e e e e e e e s s e s s s e naaneeneerbesssessasseneeeererreeeaeeeeeed 66
Y= 1] 1 1o 1110 1= PSR 66
AGVANCEA T8D.......eeiiiee e 67
Maximum SMTP CONCUITENE CONNECTIONS......coiuuiiiiiiiiiie ettt e e e e 67
Maximum SMTP concurrent connections per IP SOULCE............cooooei it 67
Maximum SMTP remote CONCUITeNt CONNECHIBMS.........ccerirrreeiiiieieeiirie et e e e e 67
Maximum message lifetime (SECONAS)...........oooieiiiiiii e 67
Maximum client CONNECHION tIMIUL ...........ooiiiiiiiiiiiiie e sneee s 67
Maximum client conNection data tMBUL - ..............occuriiiiiiiieii e 67
Maximum server CONNECtioN data tIMBUL - ............ccuviiiiiiiiie e 67
Maximum SCaANNING tRIEAGS.............ocoi i e e e e e e e e e e e e e e e e e 67
Maximum POP3 CONCUITENt CONMNECTIONS .......cueiiiiieeiiiiiee et e ettt et e s e e s e 68
Maximum envelope recipients per message (0O=unlimited)...........ccccvurrimiieiiieiieeiiiiieeeeeeeeeeeeee, 68
Maximum messagesgp SMTP session (0=unlimited)............ocoooiiiiiiiiiiiiereeeeee e 68
SMTP AUthentiCation SEINGS. ..o e e e e e e e e e aaaaaaaaaaaaaaeens 68
SMTP BANNEE DEIAY........uuuiiiiiiiiiiiiieeee e e e e e e e e e e eeaaaas 68
| = LC N L0 (LAY =Y 4 1] o OO 69
Domain Rate Limit Settings for specified dOmains............uuveiiiiiiiiiiiiiiiiiee e, 69
Enable AntZombie fTakKESMTP delay..........uuuuiiiiiiiiiiiiiiiiiiiieeeeee e 69
0o 30 7= o WP PPPPRPRRRPP 70
=TT D= YT U 70
SIMTP SESSIORS. .....ctieeieieei ettt e ettt e e et e et e e e e e et e e e e e e e s e e e et e e e e e e n e e e e e e e e a s rnr e e e e e e e aane 70
POP3 SESSIONS ......eieeieiieeiiie et e e e ettt e e e e et e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e a i r e e e e e e a e 70
[IMAP A SESSIONS. ...ttt e ettt ettt e oo et e e e e e e e et e e e e e e e e e e e e e e e e e e e n e e e e e e 70



(€cYBONET

Y= ETo (L= = Vo [T o = o 71
A LT EST=TN o] £ )4V = 1 o WU 72
O o N i B e = 8 T TSP 73
N I o O ] [ O RO TRRPPPPP 73
GENETAI TAD. ...ttt e e 73
Delete viruses instead Of QUAIANTIAE. ............uuiiiiiiiiiiiiiireeeeeeer e e e e e e e e e 73
Activate NOREXISING USEIS PILHIN - ......uuuiiiiiiiiiiiiiiei e e e e e e e e e e e e e aa e e e e e e e e e ee e e e s e e s s s e s s e e s s nnanennnrennes 73
Method of handling mail for NOBXISIENT USEIS ........ccccciiiiiiiiiiierirr e e e e e e e e e e e e e 73
(D TS] =0 LA R 0 LA TESTS (o o TR 74
ContentFiltering Administrator EMall.............oooooiiiiiiiiii e a e 74
Maximum nonrexisting recipients allowed within a message before............c.ccccocco, 74
blocking it entirely (O=UNIMITEA).......coviiiiiiii e e e e 74
Maximum nested archives to scan (otherwise block)...............ooooi i 74
AULO-Create USEIS fOr SBUBIS........uuiiiiiiiie ittt e e e e s e e 74

0] [Ty = L o PP 75
o] [To YA I T=T 63 =TT ] o) 4o T SO 75
(O{ =T (1] g To [ g L= T[T £ USRS 75
(O{g=T: (1] aTo I L=NV Vo (0] 1 g T= 11 o PRSP 75
CrEatiNg NEW GIOUPS. .. teteeeiieieiiieieeeeeteaete e e e e e e et e e e et ettt s e et s aasaa e e aaaa e et e a e s brassaesseeeeereeeaeeaaaaaaaaaaaaaaeaaaes 75
Understanding POliCY MOAUIES........uuiiiiieiiiiiiieeeeee e e e e e e 77
ATACNMENT RUIBS ...t e et e e e a s e e e e b ee e 77
Adding @ NEW SPAM TULE.........i e e e e e e e e e e e e e e e e e e e e e e e s e e s s s aaseaesssasssnnnanneanees 81
GBNETAI TUIBS......ee ettt e e et e e s bt e e e b et e e nn e e e e nn e e e e 83
BIaCK & WHITE TUIES ...ttt e e 84
(0] 0141 0 1A 11 (=TSR P PP P PPRRRPRPOY 87
o I 1= Vo £ =SSP PPPPP 88
(CToT LT = 1IN Vo 1o PP PTPPPRRRPPN 90
Mail traffic managemMeENt tall.............uiiiii e 91

9| Page



(€cYBONET

Understanding INformation WINAOW.............oooiiiiiii e e e e e e e e e e e e e e e e e e e e e ae e 92
Z0oNe MAaNAgEMENT TAN.......c.oiiiiiii e e e e e e e e e e e e e e e e e e 93
(O I8 = 1 a1 1] g[S Td0 ] 11T TP PUTPOR 93
Adding a NEW QUAIANTINE ZONE.........ccciee e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaans 93
LT ToTo Tl T g (] g0 o ] 1= L= P 94
Adding a new PeriodiC Parking ZQNE............uuuuiiiiiiiiiiiiieiieeeee ettt 94
D1 Fo Y=o I o T U T T {0 = 94
Adding a new Delayed Parking ZONE...........uuuuuiiiiiiiiiieieiiiee et ea e e e e 95
1L Y 01T = 1 o PP 96
Creating New groups and EXIENSIANS ........ccccccuuriiiiiiiiiiriririrrr e reereeeeaaeaaaaaaaaaeaeeaaaeasaaaaaaaaans 96
Adding and removing extensions froM GrOUPS..........ccocciiiiiiiieriiiiirirrier e e e rr e e e e e aeaaaaaeaaees! 96
(D1 oy i Lo TR 1[0 1P 96
[ oTe] 1 0] (ST = L« TP SO P TP PO PPPP PP 97
Yo Lo [T To {0 T01 0] (== PSRRI 97
Y ToTo 113V T To I {0T0) 1 T0] (=F PPN 97
D1y i To (oo 1100 (== PR 98
Content fILEIING TAN. .. ..eeeieeieeeeeee e e e e e e e e e e e e e a e 99
1= 1Y 01T PSSP UPPURSRPRRR 99
[ e T gt T o L OF=1(=To [o] £ =3 TSP 100
PN (o [T To W LoV o= (=Te (o] =TSO 100
Editing/Deleting CatEQOIIES ... ....ccoii i e e e e e e e e e e e e e e aaaeaaaaaaaaeaaeaaeeassaasaasaaannnns 100
MaNAGING KEYWOIAS..........ooiiiiii i e e e e e e e e e e e e e e aaaaaaaeaeaaaeaaeessaasaaaaans 100
Adding NEW KEYWOIAS ... ..ot e e e e e e e e e e e e e e e e e aaaaaeaeeaeeeseesssaasaaaannnnnnnnes 101
Editing/Deleting KEYWOITS. ......oooiiiiiiieeee et e e e e e e e e e e e e aaaaaaeeens 101
TRE SCOMNG SYSTEIM ...ttt et et et e e e e e e e e e e e e aaaaaeaaeeaeeas 101
Notification temMPlates tah.........ooo i e e e e e e e e e e e 102
(=T T Yo =T (=] o] o] = L= 102

10| Page



(€cYBONET

Viewing predefined KEYWOIUS. .........oviiiiiiee e e e e e e e e e aaaaaaeeas 103
HTIMIL BGSAD. ...ttt ee ettt et et e e e et eees e ee et ee et s e e et et et e eeeees et ee e eeeeesen e eeeeees et eneeeeeeens 104
(O 1= T- (1] T 0 =T 1= 104
EQItING A0S . eeiiieiiei it e e e e e e e e e e e e e e e e e e e e e e e aa e e e naaaaas 104
(O{g=T: L gTo R =Yoo | (o 10T oL 104
(D1 =y i To TR = To [ o | (o TUT o <SPPSR 105
[ e Tat=To e TR r=T= o (10 oL 105
(11 =3 1] o = To L= PP 105
Inappropriate Content CONrOl ta.............oooiii e e e e e e e e e e 106
ACHVALING The IV ... e e e e e e e e e e e e e e e e e e e e e e s e e e e e aa e et e e b e s sseeseeeeeeeeeeeeaes 106
PO MEIA FIIEEE ...t e et r e e e e e s anbeeeeen 106
TRIrESNOIA LEVEIS ...t 107
N 011} o= 110 1 E SO PP PP PUPPPPPPRP PRI 107
(OF o I i B o Y T PRSP 108
CANTIVIRUS ettt r e e ettt ettt bt e e et e e e e et e e ae bt b b a s e e e e e e eeeeeee bt b aaeeeaeaeeeeennnes 108
GENETAI TAD. ...t 108
NOTIFICALIONLEVEI-. ...t et e e nres 108
Virus Definitions Update frEQUENEY. ......uuuiiiiiiiieieeeeeeeeeee et eaeees 108
Scan time limit for a single file (SECONMS).........ooooii i e 108
(O o N e B e = PRSP 109
ANTESPAM . i rr e e ettt ettt e e e e e e e et ee e ettt b e e e e e e e e e eeee e et baaaaeeeaaaaeeaenes 109
(O70] ] o] 1 ¥=1 o T TP PP RPPPUPPP 109
SpPam SCOre TreShOIAS. ... e e e e e e e e e e e e e e e e s e e aaanenaees 109
Mail-from SpOOfiNg PrOtECHION.........coi i e e e e e e e e e e e e e e e e e e e e e e e e e e e s eaaaan 109
+F fARIFGS f20Ff ASyma8.NRA...R2.Y.|L.AY....2)...2.dz.3.2.A)189
S EARF G &Gy BRENDA . R2YE A oo 110
Activate Advanced ARBPAM MOAUIB. ............uuuiiiiiii e 110
I QGAGEGS 1 2YY(2dOK. . wt. 51 0.80KY.25.2.38 e, 110
¢NBFG /2YYG2d2OK wt 5un ..dz.l..0f L. AaATAOLAAZY. . J1G { LI

11| Page



(€cYBONET

Activate Commtouch Zed 2 dzNM + A NHz&....t. NR.G.S.QU.A 2 Y i, 110
Activate DeefNSPECtioN ENQINE........uuuiiiiiiiieiiiiieec e 110
'OGAGEGS tAYS! L) %5{ n-.0.%2Y.a.AS8..580S00A2y.. . {B&IESYO
Activate PIneApp NextGen GreyliStHag..........oooiiiii i e e e e e e e e e e e e 110
Activate Commtouch IP RepULALION SYSTEIM..........uuuiuiiiiiiiiiiiiriieeriereeeeerreeeeeee e e e e e e ee e e e e e e e e s ee e 110
' OGAGFrGS Lt oF aSR..OKSO1.4..2y...0.NYz3.0.SR...L.1.Q4...110
Automatically whitelist foreign reCipIeNntS ... 110
Encapsulat&Spam message as attaChme@nt.................oooiiiiiiiiciiiii e 111
L0 LTI (V]| I =T oo PR 111
Use Spam module on PGPBOXY CONNECHIONS.........ccciiiiiieieee e 111
LIV Lo 1 o TR = 111
= I 7= Yo OO PP PRP ST PPRRPR: 112
L0 LTSI = I = o 11 T 112
RBL WHIE LISt ...ttt e e e e s sttt e e e e e e s bbb et e e e e e s annbaneeeaeeeans 112
BIOCK rECIPIENTS 1AD.....cciiiiiiiiiec e e e e e e e e e e e e e e e e e e e e e e e e 113
BIOCK NEIWOIKS taD......cciiiei s 114
Daily rEPOIM tAN.......coe e ——— 115
SeNd USEr DAY REPOIL........uuuiiiiiiiiiiiiiiiiiieeiee et e et e e e e e e e e e e e e e e e e e e e e s e e e s s e e s e e aaseasraberrereeeneees 115
Daily Report will be SENIN ANY CASE....covvviiiiiiiiiiic e 115
AllOW BIACK & WHILE ACHOMS. ... .ueiieiiiiii ettt e e e e 115
Allow Black & White ACtIONS 0N HOMAINS.........cuuiiiiiiiiie ittt e e 115
al'ttz2gé | OGAzy NBL.SLk.asSa..af.20)l.SR.Y.S54a4alk3s. . . 115
Daily Report ShOws all traffiG.........cccciiiiiiiiiiiii e 116
Send Daily Report to Distributid_ists (Groups) if possible...........ccoooiiiiieee 116
Separate blocked traffic from Clean.......... ..o 116
Add Quick Link Access to Personal Quarantine from Rap@rt-............ccooooviiiieeiiiniiieeneeeee 116
ST=T o @0 o (=T 0 RS =To I = o1 o PSR 116

12| Page



(€cYBONET

Daily REPOrt ACHON URL ... e e e e e e e e e e e e e e e e e e e e e e s e s e s eae s s s e s e asannnnnes 116
LIPS Y g o 11 = T 1= PP 116
ReEPOIt WIll DE SENL &... oo e e e e e e e e e e e e e e e e e e e s e e e s e e s s e e nnnnnnes 116
0 o T PP 116
(O o L e B e = R F PRSPPI 117
MAIL SERVER. ... ittt e oo e e ettt ettt b o e e e e e e e e ee et ttbbba e e e e e e e eeeeeeebbannnnas 117
GENETAI TAD. ... e 117
ACHVALE WEBBACCESS. .....eciiiii ettt e e e e s e e e s e e e e 117
Web-Access default [anQUAGE...........coooi i e e e e e e e e e e e e e e 117
Force quota POlICY ON AlIASES.........coviiiei e a e e e e e e e e e 117
Default quota- Define the default quota for all maiixes.. ..........ccccvvviiiiiiiiiiiieeeeeeee e, 118
USING WEBACCESS . . tttiteiieiiiee ettt ettt ettt e e e e e e e e e e e et e e et e e e e aaaaaaaaaaaaeaaeeaaeaas 118
ACCESSING WED GCCESS....eiiiiiiiiiiiii et e e e e e e e e e e e e e e aaaaaeaaaaaeas 118
MAIIDOXES TAN. ... 119
MOAIFYING ENITIES ... e e e e e e e e et e e taaaaaaaaeaaeaaeeseseasaessaasaaaans 119
Creating @ NEW MAUIDO. ..........uiiii e 119
Aliases & FOrWArdS taAD...........uiii e 121
(O o N e B e = T PP 122
ST AT STIC S .ttt r s e e e e e e e ettt ttbb e e e e e e e e e e e ettt baee e e e e aeeeeeesabbsaaneaeeeeaaeeennnes 122
YU ] 4= TV = o TSP RUPERRPP 122
=T 011 £ = o PO 123
DOMAIN FTEPOIS TAD.....cciiiiiiiiiiec e e e e e e e e e e e e e e e e e e e e e e e e e aaeeas 126
STALISTICS TN, ...ttt e et e e 127
BI0] 0531 = L o PP 128
L8 o 1 e L s 0 PP PP 129
CONFIGURING THE FIREMALL. ...cottttiiis ettt s e e e e e e e e eeaaaaa s n e e e e e e eeeeeeenennn s 129
Ports from the world (WAN) 10 MaBeCUIE........oooiiiiiii e e e e e e 129
Ports fromPineApp Mail Sere to the World (WAN)........oooi e 129

13| Page



(€cYBONET

INTRODUCTION

Before you start

PineApp Mail Sere is a leading security appliance that protects organizations of all sizes from both
targeted and nortargeted threats. PineApp Mail SezNBE Qa4 A YLINR PGSR aOlyyAiAy3a Ol
content control and increased maskrver performance.

All emailtraffic is scannedand the internal network is protected from known and unknownthreats suchas
Viruses,Worms, Trojan Horses,Backscatterand Spam.PineAppMail SedzNXige&Anti-Virus layers and

eleven AntiSpam engines make up the comprehensive security protection suite.

The system provides administrators with tools to enforce advanced local policy and providsswitbea
mechanismnto control and managetheir own mail flow.

PineApp Mail Sere products are useiriendly, designed with an intuitive management interface and
custom policy management tools.

Beforechanginghe configuration,it isimportantto understandall of the different features,their function in

the system and what results will occur when making changes to these features.

This document provides information about operating and managimgApp Mail Secur000, 2000, 3000

and 5000 series.

Note All units are shipped with a Limited Hardware Warranty card and an End User License Agreement. If
these items are missing, please contact your local reseller or distributor.

Accessin@PineApp Mail Saare via web browser
PineApp Mail Sere is accessed sdy using any common web browser.
Connecthe applianceto your internal network (port 1 on the appliance) Openanyweb-browser.

ToaccesineAppMail SedzNBar the first time you needto type the default IP addressof your appliance
which ishttps://192.168.24.24:7443If you are havingtrouble connecting checkyour firewall settingandbe
certainthat it is configuredfor this IPrange.

Toaccessyour appliancewithout havingto makechangego your firewall settings,you cansimplycreatea
static route to the devicein your firewall. Onceyou have loggedinto the deviceyou can change the IP
address.

A security alert message will appear. Click OK to continue. In IE 7.0, an error page will be displayed. Click on
G/ 2yGAydzS G2 (@&2¥Y $\5RnERalild arédyduareinhidd picture below) in order to
continue.
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@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

The
following login window will be displayed.
Log into the system, using the default usernampiméapp)andthe defaultpasswordpassword)

4
(' PineApp wai-secure

User: |pineapp
Password: |essssess|

Language: ; Auto-detect v |

The system will use the latdefault language settings to identify the default language. It is also possible to
select the desired language from the scroll down menu.

Upon entry, the System Information pane will be displayed.

This pane provides a variety of information about tlyggtem. The information presented in this pane will be
discussed at length in th®ystenchapter.

Note PineApp Mail SezNXP@éonfigurediP:192.168.24.24

Username: pineapp

Passwordpassword

It is highly recommended tohange the passwordfter loggingn for the first time.
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SYSTEM

Note Before any changesare made to the configurationwe recommendthat you make a backupof the
defaultset-up. Thiscanbe done by choosinghe ConfigurationManagemeniption in the System menu.

Generalinformation
Oncesuccessfullyoggedin for the first time you will needto approvethe
EULAENdUserLicenseAgreement) Onceapproved the EULAwill not appearagain.

How to work with Mail{ S/ dzZNB5 Qa D! L

Language: | Engish | | Jan282010 14:28:19 | Hostname: Mai-SeCure Users onine [1]¥ | Settings | User: PineApp Admin [ logout | [T TR
Configuration Alerts & | Remote
({ p. Management Badp Monitoring | Access Advanced
, PineApp e Y Softare
Licensing Management Connectors Certificate Clock Update
& Restart system | Restart system I Inbound Mail Queue Size 0 Message(s) :J
{'fﬁ — Shutdown system Outbound Mail Queue Size 0 Message(s)
E Networkng System Fan Speed 21093 RPM ~|
5% Mail System Network Usage Disk Usage
ﬁj Mail Policy Device Listening IP Received Sent Err/Drop Mount Percent Capacity Free Used Size
¥ Anti-Vius etho 192.168.7.104/24 64584MB  45273MB 410 System & Systemlogs D 12% 1356GB 1.77GB 1534GB
<fil Anti-spam eth1 0.00KB 0.00 KB 010 Bootstrap =6% 335.88MB 24.10MB 379.58 MB
2 o eth2 0.00KB 0.00KB 00 Database & Quarantines (4% 5510GB 204GB 57.14GB
il Statitics eth3 0.00 KB 0.00 KB 0/0 Cache file-system 00% 50380 MB  0.00KB 503.80 MB
& Archive Totals @E5% 69.48GB 383GB 7334GB
€ Hep

m Mail Traffic - Last 4 hours Mail Traffic - Last 24 hours

e ——

-l =l

PineApp - Copyright © 2000-2010, All Rights Reserved

The GUI is divided into three panels:

1. Top parel (markedgreenin the picture above)
2. Left Panel(markedbluein the picture above)
3. Main Panel(markedredin the picture above)

Top Panel

The top panel contains some important features that will help manage the device in an easier and more
intuitive manner.

The top panel will always stay in place while you browse the GUI

1. Language Changing the language interface can be done any time by choosing the desired

language from the dropdown menu.
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2. Settings - The purpose of theettingslink is to e&termine how many records will be displayed in different
tabs and menus.

3. Logout link - Clicking on théogout link will logout the current user and bring the GUI to the initial login
screen.

4. Quick links- Quick links are a shortcut to the most coranly used tabs. Moving the mouse over pack
linksbar will show the different links.

Left Panel

The left panel contains links to the different menu tabs. Clicking on the desired menu will open its dontent
the mainpanel. Thereare two waysto reach different tabs:

A) By clicking on the menu and then on the required tab.

B) By rightclicking on the required menu and choosing the tab you wish to access

Clicking on the arrows will minimize the left panel, thus increasing the main panel area.

Main Parel

Clicking on different options in the left panel will open different options in the main panel. Follow the
instructions of this user guide in order to understand the different functionalities of the system.
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Information tab

Language: |Ergisn | | Jan282010 14:28:119 | Hostname: Mai-SeCure Users online [1]¥ | Settings | User: PineApp Admin [ logout ] [T A ]
Configuration Alerts & = Remote
'{ Pi Management Backup Monitoring = Access Advanced
neApp
J User SSL Software
Licensing Management Connectors | cartificate Clock Update
« Restart system Restart system | Inbound Mail Queue Size 0 Message(s) J 4
{:‘:}' " Shutdown system Outbound Mail Queue Size 0 Message(s)
B Networkng System Fan Speed 21093 RPM =l
£5 Mai System Network Usage Disk Usage
2 Mai Policy Device Listening IP Received Sent ErrDrop  Mount Percent Capacity Free Used Size
¥ Anti-Vius eth0 192.168.7.104/24 64584 M8 45273 MB 40 System & System logs =312% 1356GB 1.77GB 15.34GB
~ﬁ Anti-Spam eth1 0.00KB 0.00KB [ Bootstrap =6% 33588 MB 24.10 MB 379.58 MB
i S eth2 0.00KB 0.00KB 0/0 Database & Quarantines [E4% 5510GB 204GB 57.14GB
B Statstics eth3 0.00KB 0.00KB 0/0 Cache file-system 00% 503.80MB 0.00KB 503.80 MB
& Archive Totals 5% 6948GB 383GB 7334GB
@ Hebp

N Mail Traffic - Last 4 hours Mail Traffic - Last 24 hours

s ——

<) il

PineApp - Copyright ® 2000-2010, All Rights Reserved.

This is the first pane thappears after logging in.

The screen provides the most important and essential information regarding the system. This pane contains
four maintables:SystemSummaryNetwork Usage SystemStatusand DiskUsage.

System Summary

This table contains infomation such as the licensing, model, version, latest -Ximtis update and
information about who is logged into the system.

Restart System Use this button in order to reboot the system properly.

Shutdown System Use this button in order to shutdown theystem properly.

Network usage
Thistable providesnetwork information suchas IP addressesand Dataflow. In addition, Errorsand Drops

can be monitored here.

System status
This table is divided into three sections:

1. This provides information on éhdomain name, Uptime and Load averages.

These calculate the average amount of processes handled by the CPU, in the last 1, 5, and 15 minutes.

2. Hardware Vitals this contains four important parameters that determine the temperature of the system:
CPUFan Speed SystemTemperature CPUTemperatureand SystemBoardTemperature If a value exceeds

its normal limits, it will turn red.

3. Operational Vitalg DisplaysPineApp MaiBeadzNB Q& 2 LISNI GA2y L+ @GAGlIfaod 1y
each feature wi be provided later in this guide.
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Mail System- This section showshether PineApp Mail SdeNBE Qa al Af &d2aidSyz Ay OK
processes, is Operational/Down

Advanced AntiSpam System This section showsvhether PineApp Mai S O dzNI5Spam sysyem, in
charge of all perimeter & content inspections, is Operational/Down/Disabled

Scanning Queue Siz€eThis section shows the number of messages queuing to be scantadielaumber
of messagesnayindicatea problemwith the scanningengire or an overflow of messages.

Inbound Mail Queue SizeThis section shows the number of messages waiting to be delivered to the mail
server. A large number of messages may indicate a problem with the external mail senExcfiange
server).

Outbound Mail Queue Size This section shows the humber of messages waiting to be delivered to external
YIAfT &ASNIBSNE® 2KSYy YIFAf A& aiddz01 Ay GKAA |jnuab dzS=
server (it may be down; may have connectiontimeouts, etc.). It may alsoindicate that the message is too
large to go through the system.

Disk usage
This shows the disk usage and the percentage of free space on the disk. If the percentage capacity of any of

the partitions is too high, please contapport@cybonetcom.

Mail Traffic- Last 4 hours Thissectionprovidesgraphicstatisticalanalysisfor the traffic that has arrived
the system during the last 4 hours.

Mail Traffic- Last 24 hours Thissectionprovidesgraphicstatisticalanalysisfor the traffic that has arrived
the system during the last 24 hours.

System Log This section provides recently displays system log records.

AV Update Log This section displays recently added Avitius update log records.
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Licensing tab

Language: English v | Oct192009 14:50:50 | Hostname: Mail-SeCure Users online ¥ | Settings | User: PineApp Admin [ logout] |

Configuration Backup Alerts & | Remote Advanced

P P. Management Monitoring ~ Access
¢ PineApp e

S50 Software
Information ac s Connectors Certificate Clock Update
«
o’# License Details
ko Model: 21618
ﬂ Networking Description:
4% Mail System Installed Key: EVALUATION
e » 7 Installed on: EVALUATION
%) Mail Policy -
License Expiration: Expires in 23 days
¥ AntiVius Si: 500942
<Ji anti-spam Renewal Key: 3TIIP-G4G4E-ISB3H-1CA2A
" Mail Server
" Renew product license
i statistics
Install Key: [ ] mstan: | @
&1 Archive
Manual jon code: [ |
Q Help

m

PineApp - Copyright @ 2000-2009, All Rights Reserved

This tab contains all license related information, including model and modules purchased, as well as the
installation and expiration dates.

In this pane the license key can be renewed or updated.

Installing license key

Copy and paste the renewal or update key received f@YIBONEAr the distributor into thelnstall keyfield
and click thdnstall button. The nev updated info will be displayed in this pane.

If the systemis not connectedto the Internet, updatethe unit manually:

A) Loginto / , . h bwWweb €xa (http://212.235.58.200/support/product-registration.html) and ener the
key received from CYBON&TI the renewal key as listed in thécensindab page.

B) Thesite will generatea confirmationcode.

C)Typethe confirmationcodein the correctfield, enter the installkey receivedfrom CYBONEdnd click the
Install button.

* Mail Encryption Solution use can both install their license key, and also view the remaining number of
mail encryptions for their license via this window.
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User management tab

Usermanagementab allowsconfigurationand adjustmentsfor new and existingusers.
Thereare three methodsfor configuringusers:

1. Manually- Eachusercanbe configuredmanually.

2. Synchronizingvith an authentication(LDAP)server- SeeConnectors tab

3. Import userslist from a CS\ile or a passwdfile.

Thereare four purposedor definingusers:

1. GUI Management It is possible to assign different management permissions to different uEBeseare

five levelsof permissions:

Default - This default permission is taken from the default permission setting dropdown menu in Mail Policy
>General. This is the default permission the user receives after he is created on the system.

None- Users cannot log into the ManagemeGUI at all.

Manager- Users can log into the Management GUI and have full manageable privileges and full access to all
panes.

Quarantine Manager Users can log into the Management GUI but will have access only to the quarantine
menu Mail Traffic Managment tab)

Network Manager- Users can log into the Management GUI but will have access only to the Networking
menu.

2. User Management- in order to initiate Group/Userpolicy management,usersmust first be defined.
Thereisno needto defineallofthe2 NH | Y A Uskrst ®rdyyserswith different policy privileges than the
G9OBSNER2Y S¢ IANR dzLI®

If the user database in this tab is synchronized with an LDAP server, check the box. The informdi@n will
updatedusingthe LDAPserverconnectionsettings,configuredin the Connectors tab

21| Page







































































































































































































































































































































