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C H A P T E R 1 
INTRODUCTION 

 
Before you start 

 
PineApp Mail Secure is a leading security appliance that protects organizations of all sizes from both 
targeted and non-targeted threats. PineApp Mail SecǳǊŜΩǎ ƛƳǇǊƻǾŜŘ ǎŎŀƴƴƛƴƎ ŎŀǇŀōƛƭƛǘƛŜǎ ŜƴŀōƭŜ ōŜǘǘŜǊ 
content control and increased mail-server performance.  
All email traffic is scanned and the internal network is protected from known and unknown threats such as 
Viruses, Worms, Trojan Horses, Backscatter and Spam. PineApp Mail SecǳǊŜΩǎ five Anti-Virus layers and 
eleven Anti-Spam engines make up the comprehensive security protection suite. 
 
The system provides administrators with tools to enforce advanced local policy and provides users with a 
mechanism to control and manage their own mail flow. 
 
PineApp Mail Secure products are user-friendly, designed with an intuitive management interface and 
custom policy management tools. 
 
Before changing the configuration, it is important to understand all of the different features, their function in 
the system and what results will occur when making changes to these features. 
This document provides information about operating and managing PineApp Mail Secure 1000, 2000, 3000 
and 5000 series. 
Note All units are shipped with a Limited Hardware Warranty card and an End User License Agreement. If 
these items are missing, please contact your local reseller or distributor. 

 
 

Accessing PineApp Mail Secure via web browser 
PineApp Mail Secure is accessed easily using any common web browser. 
Connect the appliance to your internal network (port 1 on the appliance). Open any web-browser. 
 
To access PineApp Mail SecǳǊŜϰ for the first time you need to type the default IP address of your appliance 
which is https:/ /192.168.24.24:7443. If you are having trouble connecting, check your firewall setting and be 
certain that it is configured for this IP range.  
To access your appliance without having to make changes to your firewall settings, you can simply create a 
static route to the device in your firewall. Once you have logged into the device you can change the IP 
address. 
 
 
A security alert message will appear. Click OK to continue. In IE 7.0, an error page will be displayed. Click on 
ά/ƻƴǘƛƴǳŜ ǘƻ ǘƘƛǎ ǿŜōǎƛǘŜ όƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘύέ (marked in a red square in the picture below) in order to 
continue. 
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The 
following login window will be displayed. 
Log into the system, using the default username (pineapp) and the default password (password). 
 
 

 
 
 
The system will use the local default language settings to identify the default language. It is also possible to 
select the desired language from the scroll down menu. 
 
Upon entry, the System Information pane will be displayed. 
This pane provides a variety of information about the system. The information presented in this pane will be 
discussed at length in the System chapter. 
Note PineApp Mail SecǳǊŜΩǎ Pre-configured IP: 192.168.24.24 
Username: pineapp 
Password: password 
It is highly recommended to change the password after logging in for the first time. 
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C H A P T E R 2 
SYSTEM 

 
Note Before any changes are made to the configuration we recommend that you make a backup of the 
default set-up. This can be done by choosing the Configuration Management option in the System menu. 
 

General information 
Once successfully logged in for the first time you will need to approve the 
EULA (End User License Agreement). Once approved, the EULA will not appear again. 
 
How to work with Mail-{Ŝ/ǳǊŜΩǎ D¦L 

 
The GUI is divided into three panels: 
1. Top panel (marked green in the picture above) 
2. Left Panel (marked blue in the picture above) 
3. Main Panel (marked red in the picture above) 
 
Top Panel 
The top panel contains some important features that will help manage the device in an easier and more 
intuitive manner. 
The top panel will always stay in place while you browse the GUI 
1. Language - Changing the language interface can be done any time by choosing the desired  
language from the dropdown menu. 
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2. Settings  - The purpose of the settings link is to determine how many records will be displayed in different 
tabs and menus. 
 
3. Logout link  - Clicking on the logout link will logout the current user and bring the GUI to the initial login 
screen. 
 
4. Quick links - Quick links are a shortcut to the most commonly used tabs. Moving the mouse over the quick 
links bar will show the different links. 
 
Left Panel 
The left panel contains links to the different menu tabs. Clicking on the desired menu will open its content in 
the main panel. There are two ways to reach different tabs: 
A) By clicking on the menu and then on the required tab. 
B) By right-clicking on the required menu and choosing the tab you wish to access 
Clicking on the arrows will minimize the left panel, thus increasing the main panel area. 
 
Main Panel 
Clicking on different options in the left panel will open different options in the main panel. Follow the 
instructions of this user guide in order to understand the different functionalities of the system. 
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Information tab 

 
This is the first pane that appears after logging in. 
 
The screen provides the most important and essential information regarding the system. This pane contains 
four main tables: System Summary, Network Usage, System Status and Disk Usage. 
 
 
System Summary  
This table contains information such as the licensing, model, version, latest Anti-Virus update and 
information about who is logged into the system. 
Restart System - Use this button in order to reboot the system properly.  
Shutdown System - Use this button in order to shutdown the system properly.  
 
Network usage 
This table provides network information such as IP addresses and Data flow. In addition, Errors and Drops 
can be monitored here. 
 
System status  
This table is divided into three sections: 
1. This provides information on the domain name, Uptime and Load averages. 
These calculate the average amount of processes handled by the CPU, in the last 1, 5, and 15 minutes.  
2. Hardware Vitals - this contains four important parameters that determine the temperature of the system: 
CPU Fan Speed, System Temperature, CPU Temperature and System Board Temperature. If a value exceeds 
its normal limits, it will turn red. 
3. Operational Vitals ς Displays PineApp Mail SecǳǊŜΩǎ ƻǇŜǊŀǘƛƻƴŀƭ ǾƛǘŀƭǎΦ !ƴ ŜȄǘŜƴŘŜŘ ŜȄǇƭŀƴŀǘƛƻƴ ǊŜƎŀǊŘƛƴƎ 
each feature will be provided later in this guide. 
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Mail System - This section shows whether PineApp Mail SecǳǊŜΩǎ aŀƛƭ ǎȅǎǘŜƳΣ ƛƴ ŎƘŀǊƎŜ ƻŦ ŀƭƭ Ƴŀƛƭ ŘŜƭƛǾŜǊȅ 
processes, is Operational/Down 
 
Advanced Anti-Spam System - This section shows whether PineApp Mail {ŜŎǳǊŜΩǎ !ƴti-Spam system, in 
charge of all perimeter & content inspections, is Operational/Down/Disabled 
 
Scanning Queue Size - This section shows the number of messages queuing to be scanned. A large number 
of messages may indicate a problem with the scanning engine or an overflow of messages. 
 
Inbound Mail Queue Size - This section shows the number of messages waiting to be delivered to the mail 
server. A large number of messages may indicate a problem with the external mail server (i.e Exchange 
server). 
 
Outbound Mail Queue Size - This section shows the number of messages waiting to be delivered to external 
Ƴŀƛƭ ǎŜǊǾŜǊǎΦ ²ƘŜƴ Ƴŀƛƭ ƛǎ ǎǘǳŎƪ ƛƴ ǘƘƛǎ ǉǳŜǳŜΣ ƛǘ ǳǎǳŀƭƭȅ ƛƴŘƛŎŀǘŜǎ ƻƴ ŀ ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜ ǊŜŎƛǇƛŜƴǘΩǎ mail 
server (it may be down; may have connection timeouts, etc.). It may also indicate that the message is too 
large to go through the system.  
 
Disk usage  
This shows the disk usage and the percentage of free space on the disk. If the percentage capacity of any of 
the partitions is too high, please contact support@cybonet.com. 
 
Mail Traffic - Last 4 hours - This section provides graphic statistical analysis for the traffic that has arrived 
the system during the last 4 hours.  
 
Mail Traffic - Last 24 hours - This section provides graphic statistical analysis for the traffic that has arrived 
the system during the last 24 hours.  
 
System Log - This section provides recently displays system log records. 
 
AV Update Log - This section displays recently added Anti-Virus update log records.  
 
 
 
 

Some features in Mail Secure must be handled only by a network manager or other personnel who 
are familiar with the network in which they are working. 
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Licensing tab 

 
 
This tab contains all license related information, including model and modules purchased, as well as the 
installation and expiration dates. 
In this pane the license key can be renewed or updated. 
 
Installing license key 
Copy and paste the renewal or update key received from CYBONET or the distributor into the Install key field 
and click the Install button. The new updated info will be displayed in this pane. 
 
If the system is not connected to the Internet, update the unit manually: 
A) Log into /¸.hb9¢Ωǎ web site (http://212.235.58.200/support/product-registration.html) and enter the 
key received from CYBONET and the renewal key as listed in the Licensing tab page. 
B) The site will generate a confirmation code. 
C) Type the confirmation code in the correct field, enter the install key received from CYBONET and click the 
Install button. 
 
* Mail Encryption Solution users can both install their license key, and also view the remaining number of 
mail encryptions for their license via this window.  
 
 

 

Make sure the device is connected to the internet (port 80 is open from the device to the world) 
before installing the license 
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User management tab 

 
 
User management tab allows configuration and adjustments for new and existing users. 
There are three methods for configuring users: 
1. Manually - Each user can be configured manually. 
2. Synchronizing with an authentication (LDAP) server - See Connectors tab 
3. Import users list from a CSV file or a passwd file. 
 
There are four purposes for defining users: 
 
1. GUI Management - It is possible to assign different management permissions to different users. There are 
five levels of permissions: 
Default - This default permission is taken from the default permission setting dropdown menu in Mail Policy 
>General. This is the default permission the user receives after he is created on the system. 
None - Users cannot log into the Management GUI at all. 
Manager - Users can log into the Management GUI and have full manageable privileges and full access to all 
panes. 
Quarantine Manager - Users can log into the Management GUI but will have access only to the quarantine 
menu (Mail Traffic Management tab). 
Network Manager - Users can log into the Management GUI but will have access only to the Networking 
menu. 
 
2. User Management - in order to initiate Group/User policy management, users must first be defined. 
There is no need to define all of the ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ users - Only users with different policy privileges than the 
ά9ǾŜǊȅƻƴŜέ ƎǊƻǳǇΦ 
If the user database in this tab is synchronized with an LDAP server, check the box. The information will be 
updated using the LDAP server connection settings, configured in the Connectors tab. 
  


























































































































































































































