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Introduction

This guide details th&teps required to configure the Cybowall solutikvris made up of fousroad
components:

1. Initial Configuration Steps
2. NetworkScanning

3. PortMirroring

4. WMI Access
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Initial Configuration Steps

To start configuring Cybowall, follow the steps below

1. Navigate © System settings Network deviceandin the Domain name serve(®NS) section,
configure the relevant DNS serversiik S 2 NH Ingtotkt G A 2 Yy Q&

Domain name servers

N DNS

il 8.8.88

2. Cybowall connects to all network switches using SNM&llow thisadd the SNMP information
for all relevant switches by clickitige orange+iconto the right of theNetwork switch access
(SNMP3}ection

N Tag Community Read Write

No data

3. Complete the following informatigfat minimum)

Tag(description- one word, no spaces)
Community
Read(select to gant permission)

4. ClickAdd

Add network switch

Tag coreswitch
Community public
Read [ ]

Write
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Network Scanning

For an organization tonow which systems and devices are connetidtie network asset mapping
is requiredIn order for Cybowall to discover and map connected assets, it needs to perform network
scans.

Network scans allow tharganizatiorto discover all devices with an IP addnesgye providing
visibility of all connected devicaad enablingffective monitoring of those assefss a network
evolves, network scanning alloaull picture ofthe network to be obtained and changes to be
tracked

BeforeYou Begin

5SGSNXYAYS K2g GKS 2NBFIYATIGA2yQa ySGo2N] A& O2yH
The network calve configured in one of the following ways:

1 VLANagging [EEB02.1Qprotoco) is utilizedand thenetworkhas VLAN interfaces
configured on the switch

1 VLAN tagging is natilized

Determining the Network Environment

The method differs depending on the type of environment; physical server or virtual environment.

Physical ServéDedicated Hardware)

To verifyif the network environment is tagged or untagged, access and check the switch configuration
(which the server is connected to).

Since multiple types of switches exist, with their own setag thebelow linkto access the nrauals
of known switch vendors (HP, Cisco, 3Com and ottmeosiier toconfigure the port as a trunk port
and assign to it the relevant VLANS:

https://wiki.wireshark.org/SwitchReference
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VirtualEnvironment

To determine the type of network environment, review teewg of VMware or Hypev.

VMware

1. Navigateto the VMhostConfiguratior> Networkingsection

Getting Started | Summary | Virtual Machines ' Resource Allocation | Performance  EebiilslliGidsloe. Tasks & Events | Alarms

Hardware View: |vSphere Standard Switch vSphere Distributed Switch
Processors Networking
Memary JR—
Storage

+ Networking Standard Switch: vSwitch4 Remove... Properties...
Storage Adapters Wirtus| Machine Port Group —1 Phiysical Adapters
Metwork Adapters 2 |RnD Network 3 LAN 17 e o BB vmnict 1000 Full |53
Advanced Settings Bl |13 virtual machine{s) | VLAN ID: 17
Power Management 17.9_osgl @-ﬂ-

| | 17.240_MS_5.1_Archive Wy =
are 17.83 unstannahle CR4 xR R4

2. Clickon thevSwitch Roperties
The presence of ¥LAN IDndicates thatVLAN tagginEEE 802.1Q protocdd)being used

Ports | Network Adapters I

Port G Pr i N
‘Configuration | Summary | ort Group Properties
it vswitch 120 Parts Metwork Label: RnD Network 3 LAN 17
& RnD Network 3L... Virtual Machine ... | VLAN ID: 17
[ Effective Policies I

If there is ndVLAN IDthis indicates anntagged environment

Ports | MNetwork Adapters I

Port Group Properties i
‘Canfiguration | Summary | ¥
@ vSwitch 120 Ports Metwork Label: RnD MNetwork 3 LAN 17
@  RnD Network 3 L... Virtual Machine ... | VLAN ID: Maone (0)
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HyperV

1. On the serveon whichHyperV is installedclick on thaVindowskey:

Recently added Windows Server

I:I Optional Features

|
Most used }.

~ -~ Windows
Google Chrome Server Manager  PowerShell

Snipping Tool

Paint I@

Windc
Command Prompt Administrativ... Task Manager Control Panel

Notepad

.‘;_; (]

Remote
Google Chrome Desktop... Event Viewer File Explorer

Windows
PowerShell PowerShell ISE

Administrativ... Task Manager Control Panel

s F
-0 -
Remote

Desktop... Event Viewer File Explorer
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3. Double cliciHyperV Manager

i‘é | || = | Administrative Tools

Home Share View

1 f;‘é s Control Panel » Systern and Security » Administrative Tools

~

MName Date modified Type Siz
# Quick access
I Desktop * L Terminal Services 7/16/2016 423 PM File folder
|a*+ Component Services 7/16/2016 418 PM  Shortcut
* Downloads * E Computer Management 7162016 418 PM Shorteut
Documents 4 & Defragment and Optimize Drives 7/16/2016 412 PM  Shorteut
[&] Pictures A 74 Disk Cleanup 7/16/2016 419 PM  Shortcut
I This PC &4 Event Viewer 71672016 418 PM Shortcut
- E Hyper-V Manager 7/16/2016 419 PM  Shortcut
l‘ Netwark E 5CSH Hyper-¥ Manager provides management access to your virtualization
i Local § platform.
£ Microsoft Azure Services T/16/2016 419 PM Shortcut
E QDBC Data Sources (32-bit) 7/16/2016 418 PM Shortcut
(55 ODBC Data Scurces (54-bit) 7/16/2016 418 PM  Shortcut
@ Performance Monitor 7/16/2016 418 PM  Shorteut
E Print Management Shortcut
@ Resource Monitor 716/2016 418 PM Shortcut
= Server Manager 71672016 419 PM Shortcut
&% Services 7/16/2016 418 PM  Shortcut
2 System Configuration 71672016 418 PM Shortcut
B System Information 7/16/2016 418 PM Shortcut
@ Task Scheduler 7/16/2016 418 PM  Shortcut
f Windows Firewall with Advanced Security  7/16/2016 418 PM Shortcut
23 items

4. Under theActionspaneon the rightdouble clickirtual Switch Manager

%
Mew [

[[%  Import Virtual Machine...
D Hyper-V Settings...

8 Virtual Switch Manager...
. Wirtual SAN Manager...
es Edit Disk...

L Inspect Disk...

Stop Service

Remove Server

Refresh
View »

Help
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5. Selecthe relevant interface to show the interface properties

If the checkbox undé&/LAN I0s checkedthe environment is set up for VLAN tagofieEE
802.1Q protocol)If it is unchecked, the environment is untagged:

25 Virtual Switch Manager for WINSRVHYPERY

& Virtual Switches
2 New virtual network switch

=ta Virtual Switch Properties

Name:

709C Gigabit Eth ‘QLogic BCMS5709C Gigabit Ethernet (NDIS VBD Client) #2 - Virtual Switch
f Qlogic BCM5709C Gigabit Ethernet...
Olagic BOM5709C Gigabit Etherne. .. MNotes:

i Qlogic BCM5709C Gigabit Ethernet...
Qlogic BCM5709C Gigabit Etherne...
# Global Network Settings
@ MAC Address Range
00-15-50-64-FA-00 to 00-15-5D-6... Connection type
What do you want to connect this virtual switch to?
(®) External network:

|QLogic BCMS5702C Gigabit Ethernet (NDIS VBD Client) #2 ~

Allow management operating system to share this netwark adapter
Enable single-root /O virtualization (SR-IOV)
() Internal network
O Private network

VLAN ID
[] Enable virtual LAN identification for management operating system
The VLAN identifier specifies the virtual LAN that the management operating

system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

2

Remave

o SR-IOV can only be configured when the virtual switch is created. An external

virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

oK | | Cancel Apply
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Network ScanninGonfiguration

1. Login to theCybowallUl using the IP addresenfigured in the Ciglreferto the Cybowall Quick
Installation GuideQIG).

https://ipaddress: 7443
Usernameadmin
PasswordCBWadminFs$

‘ @®_ CYBOWALL

Username

Password

2. Navigateo the Systenmsettings > Networklevicesab:

Device P Speed MTU Ul port (HTTPS) VLAN id

eth0 172.16.100.100/24 AUTO 1500 7443

General settings
Hostmame Cybowal

Default gateway 192.168.7.254

Thesescreenshotshow the initialPaddress andefaultgatewayfor the Management service
interface set up in the QIG.
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Setting the Management IP, as abaugtomaticallyadds the network that the Management IP is

a part of:

VLAN access interface list (IEEE 802.1Q)

N VLAN name VLAN address range VLAN id Type IP Device
1 172.16.100.0/24 172.16.100.0/24 STATIC 172.16.100.100/24 eth0

3. Navigateto the Policy > Networkcannertab:

Default network definitions

DHCP Server DNS Server

Default DHCP server Default DNS server

4. Add theprimaryDHCP ServandDNS Serven the Default network definitionsection.

When new subnets are added, they automatidaleritthe default network definitin, unless
otherwise specified.

5. *Note: If any of the networks contain alternate DHCP and DNS sem&sgtep can be skipped
Add theinformation for each network in thdetworkssection:

N Name Address ran ge Risk factor Mahware hunter Default gataway DNS servers DHCP servers
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6. Return toSystems settings > Network devitesonfigure theNetwork traps service (Honeypots)
Clickthe orangeEdit iconto the right of this section:

Network traps service (Honeypots)

Device P VLAN id

eth0 172.16.30.7/24

a. For untagged networkshoose aDevice enter a fredP address and subnet masid
leave theVLAN idield blank ClickJpdate thenApply changes

Update network traps interface

Device sthi

Select the network interface to configure (the

interface used for "Sniffer service” will not be
available here)
IP address and 72.16.307/24
subnet mask (CIDR Please enter a valid IP address and subnet mask
notation) using a CIDR notation

VLAN id

From 1 to 4094
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b. For tagged networkshoose aDevice enter a fredP address and subnet masidenter
the relevantVLAN idClickUpdate thenApplychanges

Update network traps interface

Device eth0

Select the network interface to configure (the
interface used for "Sniffer service” will not be

available here)

IP address and 72.16.30.7/24

subnet mask (CIDR Please enter a valid IP address and subnet mask
notation) using a CIDR notation

VLAN id 30

From 1 to 4094
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Enabling the Network

In order to start the scanning process necessary to enable the network

1. Clickthe orangeEdit iconon the right of theNetworks section The following window appears:

A Important If you need to change IP range field, you should delete it and create a nev
one with all correspondin ns in System settings / Network devices / VLAN access

interface list. P

s an irreversible operation and

P range
IP address and 172.16.100.0/24
subnet mask (CIDR
notation)
Network name 172.16.100.0/24
Default gateway 192.168.0.254
DNS servers
DHCP servers 192.168.0.254
Network risk factor
Malware hunter Normal
profile
Status

Defaultgateway DNSserversand DHCBerversconfiguration are optional. It is relevant only if the
network in question has its own DHCP sei@emplete the information relevant If not, leave
blank.

2. In order to enable scanning, toggle tBrabledstatus switch to thegreen¥ncposition, anctlick
Update

If configued correctly, thdProtectedtoggleturns greershortly after indicating that Cybowall is
able to scan the network segment:

me Address range Risk factor Malware hunter Default gateway DNS servers DHCP servers Protected Enabled

*Note: Ifi K S 2 NA IngtwotklIcahsisss yf Qrie netwodaly, no additionahetwork scanning
configuration is requiredContinue tathe Port Mirroring sectioof this guide
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AddingAdditionalNetworks/VLABI

If more than one network needs to be scanned by Cybowall, these must be added.

The following steps differ for tagged and untagged networks (retbetBeforeYou Begisectionof
this guideabove).

Untagged\etworks

Requires that Cybowall have as many interfacéiseagrganization hasubnets.

/ €02 ¢l f tnfxéquirgmeyftdpécty 2 network interfacesone forscanning and one fquort
mirroring. Additional subnetsequire that additional interfaces are added to Cybowall.

*Note: EthO cannot be used for additional netwdgkgnets

BhOis used for managemeahd scanningghl is used foport mirroring.
Example
T Anetwork has 2 subnets: 172.16.100.0/24 and 192.168.1.0/24
1 In this scenario, Eth8 usedor the 172.16100.0/24 network
1 Bhlis reserved fgport mirroring and cannot be used

1 Itis necessary to adeth2to scan192168.1.0/24

In a virtual environmenthe number of interfaces requirgdust be added

In the case of ahysical server, verify thétiere are sufficienphysicainterfaces.

1. Toadd another networknavigate t@Systensettings > Networklevices

2. Inthe VLAN access interface litk theorange+icon

Device selection |
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3. Ensure that the correct interface is chosB&hQ cannotbe used again

4. Add a fredP address and subneiask choose théJntaggedption, clickAddandthen Apply
Changes

Add VLAN access interface

Device selection eth2

Select the network interface to configure
(the interface used for “Sniffer service” will

not be available here)

IP address type DHCP
DHCP is only allowed to be configured for
fully-configured VLANS, go to Policy /
Network scanner to configure the VLAN in
full first
IP address and 192.168.1.10/24
subnet mask Please enter a valid IP address and subnet mask
(CIDR notation) using a CIDR notation

Is this VLAN tagged (for IEEE 802.1Q
access) or untagged (native VLAN)?

Thenew networkis addedo the list

VLAN access interface list (IEEE 802.1Q)

N VLAN name VLAN address range VLAN id Type P Device
1. 172.16.100.0/24 172.16.100.0/24 STATIC 172.16.100.100/24 eth0
2 192.168.1.0/24 192.168.1.0/24 STATIC 192.168.1.10/24 eth2

5. Navigate toPolicy> Networkscannerto enable the newly added network

N Mame Address range Risk factor Malware hunter Default gateway DNS servers DHCP sérvers Protected Enabled
00.0/24 7216.100.0/24 1 Normal ®
192168.1.0/24 Normal .

6. Click theEdit icon andfollow the steps outlinecdbove n the Enabling the Network sectiofthis
guide
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TaggedNetworks

If VLAN tagging is in usalytwo interfaces are required.

1. Navigate toSystentettings > Networklevicesandclick theEdit iconon the iight of the

Managemenservicesection.

2. Addthe relevantVLAN idclickUpdateand thenApply Changes

Update management interface

Device

IP address and
subnet mask (CIDR Elaase enter a

ath

Select the network interface to configure (the

nterface used for “Sniffer service™ will not be

available here)

172.16.100.100/24

notation) using aC

MTU 1300
om 68 1o
Ul port (HTTPS) 7443
om 1024 to 65535
Speed AUTO
VLAN id 1 -
From 1 to 4094

*Note Expect acess to theunit to belostat this stage

(€cYBONET

Q) +1646883.3455
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Regaining Access to Cybowall

To regain access to Cybowall, follow the steps below

Physical Server (Dedicatedrtivare

1. Torestore accesgo the switch and change the role of the piht Cybowall is connected to via
eth0 (Management intéace) from an access port to a trunk port and allow all relevants/LAN

Access to the Cybowall Idkestored.

2. If Cybowall is girtual machine\{M), make changes to the virtual environment as well.
Virtual Environment

VMware
1. Navigate to the VNostQonfiguration> Networkingsection

192.168.2.120 VMware ESXi, 6.0.0, 3247720

Getting Started ' Summary ' Virtual Machines ' Resource Allocation | Performance [JelyilliEialslin, Tasks & Events ' Alarms ' Permiss

Hardware View: |vSphers Standard Switch vSphere Distributed Switch
Processors Networking
Memory
Storage
v Metworking Standard Switch: vSwitch4 Remove... Properties...
Storage Adapters Viruzl Machine Port Grovp ] Physical Adapers
Network Adapters E7 RnD Network 3 LAN 17 BB vmnic4 1000 Full G1
Advanced Settings B |13 virtual machine(s) | VLAN ID: 17
Power Management 17.3_osgl
17.240_M5_5.1_Archive
Software 17.93_unstoppable_C64_x86_64 (13

17.12_unstoppable
17.107_centos?_4_ms
17.212_M5
17.109_MS_on_CentOs
17.130_Centos_Router
17.15_win10
17.10_05G2
17.250_kali_linux
17.202_pineapp_site
17.211_M5_5.1

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Power Management

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent VM Settings

Advimmead Catbinan e Nomaun - —— Himen
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2. Open the relevaneSwitchProperties

Ports I Network Adapters I
Configuration | Summary ‘ e EE S R ad
3 vswitch 120 Parts ‘ @ Number of Ports: 120
g RnD Network 3 L. Virtual Machine ...
— Advanced Properties
MTU: 1500
—Default Polides
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept O
Forged Transmits: Accept -
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: PortID
Metwork Failure Detection: Link status only
Motify Switches: Yes [
Failback: Yes
Add... I Edt... Remove Active Adapters: wvmnicd ™
Close
3. ClickAdd
e ddNeworwed  =[oEEN
Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity.
Connection Type
Connection Settings Connection Types:
Summary & virtual Machine
Add a labeled network to handle virtual machine network traffic.
" vMkernel
The VMkernel TCP/IP stack handles traffic for the following ESXi services: wSphere vMotion, iSCSI, NFS,
and host management.
= = =
¥ |
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4. Give it a namenderNetwork LabekelectAll (4095)underVLAN IDandclickNext

Virtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts.

e e Port Group Properties
Connection Scttings
Summary Metwork Label: |c3w|
VLAN ID (Optional): [ai Gaoss) ~|
Preview:
izl Maching Port Group Bhysical Adaprars
8w . BB vmnics

VLAN ID: Al (4095)

Virmuz| Machine Port Group
RnD Network 3 LAN 17 .

VLAN ID: 17

< Back | Next > I Cancel |

5. ClickFnish

Ready to Complete
Verify that all new and madified vSphere standard switches are configured appropriately.

Connection Type Host networking will include the following new and modified standard switches:
Connection Settings —
Summary

Virtual Machine Port Group Physical Adapters

cBW 9. BB vmnict

VLAN ID: All (4095)

Virtual Machine Port Group

RnD Network 3 LAN 17 9.

VLAN ID: 17

<ok |[ Fnen | cancel |
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6. Open theCybowalVirtual Machine Propertiesndchange theNetwork Gonnectionto the newly
created one

7. ClickOK

Hardware |Opﬁons | Resouroesl vServices | Virtual Machine Version: 11 /&
—Device Status

[ Show All Devices Add... Remove | ¥ Conn

Hardware | Summary | [¥ Connect at power on

W Memory 16384 MB
Adapter T

B ceus N Cun : it :petef E1000

E Video card Video card HERIEEREE

= VMCIdevice Deprecated _MAC Address

e SCSI controller 0 LSI Logic SAS

. 00:50:56:82:a0:13

% CD/DVD drive 1 [datastore1] 130 files/co.

& Hard disk1 Virtual Disk & Automatic 0 Manual

& Floppydrive1 Client Device

B MNetworkadapter 1 (edite.. CBW | preee

E@ Network adapter2 dns proxy HPLY3 port 7 Status: Mot supported @)

Metwork adapter3 ITLAN 30

B P —MNetwark Connection
Metwork label:
5

o
¥
i

[ =]

After completion of these steps, the Cybowall Ul is accessible once more
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HyperV
1. OpenHyperV Manager

& Hyper-V Manager — O X
File Action View Help
e a= B

E Hyper-V Manager Actions
El2 WINSRVHYPERV Virtual Machines

Name State CPU Usage

WINSRVHYPERY - n

Mew »

Running

Import Virtual Mac...
Hyper-V Settings...
Virtual Switch Man...

B B O

Virtual SAN Manag...

wa  Edit Disk...
The selected vitual machine has no
Inspect Disk...

Stop Service
¥ Remove Server
@) Refresh

o = View 4

Created: 4/25/2018 4:31:03 P1 ﬂ Help
Configuration Version: 8.0

|

Generation: 1 Connect...

Notes: None

B da

Settings...

Turn Off...
Shut Down...

Summary Memory  Networking  Replication

©e®

Save

2. Double click th&/irtual Switch Managemdcreate aNew virtual network switch

Z1 Virtual Switch Manager for WINSRVHYPERY — X

# Virtual Switches % Create virtual switch

2. Ologic BCM5709C Gigabit Ethernet. . What type of virtual switch do you want to create?
Qlogic BCM5709C Gigabit Etherne...

ol Qlogic BCM5709C Gigabit Ethernet. ..
Qlogic BCM5709C Gigabit Etherne...

ot Qlogic BCMS5703C Gigabit Ethernat. ..
QLogic BCM5709C Gigabit Etherne...
% Global Hetwork Settings

[ MAC Address Range Create Virtual Switch

00-15-5D-64-FA-00 to 00-15-5D-6...

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access & physical network.
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3. Namethe new virtual switch, chedk_AN Iind addd094(to indicae dl VLAN)and clickOK

22 Virtual Switch Manager for WINSRYHYPERY - X

% Virtual Switches

i Virtual Switch Properties
=% New virtual network switch

L. Qlogic BCM5709C Gigabit Ethernet... Diame:
Qlogic BCM5709C Gigabit Etherne... Cybowall
%= Qlogic BCM5709C Gigabit Ethernet. ..
OLagic BCM5709C Gigabit Etherne... MNotes:

wtw Qlogic BCM5709C Gigabit Ethernet. ..
Qlogic BCM5709C Gigabit Etherne. ..

wta Cybowall
QLogic BCM5709C Gigabit Ethe...
# Global Network Settings Connection type
@ MAC Address Range What do you want to connect this virtual switch to?

00-15-5D-64-FA-00 to 00-15-5D-6... (®) External network:

|QLog\c BCMS709C Gigabit Ethernet {NDIS VBD Client) ~

Allow management operating system to share this network adapter
[] Enable single-root 1/0 virtualization (SR-I0V)

O Internal network

(O Private network

VLAN ID
Enable virtual LAN identification for management operating system
The VLAN identifier specifies the virtual LA that the management operating

system will use for all network communications through this network adapter, This
setting does not affect virtual machine networking.

o SR-IOV can only be configured when the virtual switch is created. An external
wirtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

ok [[ o [ my |

4. Navigate to Cybowall VBEttings Select the newly created virtual switch, chétiAN Iind add
4094as the VLAN ID as cl@K

After completion of these stepthe Cybowall Ul is accessible once more.
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